
wch member rliall promptly cause to be noiificd the sccurily Ofiicer or a Security Dircctor. 
who in Turn, shall prompdy notify the D o l ,  FBI, DOD and DHS in n+ing. Notice under 
this xcbon shall, at a minimum. 

Identify the cnmy OJ individual(s) (specibing the namc, addresses and 
telrphonc numbers of the entity); 

ldcntify the beneficial ouners of the increased OJ prospective increased inlcresi 
m New GX or a Domsi ic  Communications Company by thc cnuty or 
indiwdual(s) (specifying the name, addresses and telephone numbers of each 
bencficial owner); and 

Quantify the amount of ownership interest in New GX or a Domestic 
Conmurucations Company that has resulted in OT will likely result in the entity 

- - o r - i n d i ~ j d u a l { ~ ? i n e i e ~ ~ ~ ~ e ~ ~ e ~ ~ ~ . n t ~ ~ ~ ~ r ~ e ~ ~ ~ ~ ~ ~ -  
Domestic Commurucations Company. 

5 3  Jnint \’rntures A DomeFtic Communications Company may have entercd inlo or 
inay enlei  m o  joint venrurer d e r  uhich the joinl venture or entily may providc Domestic 
 onm mum cab om 

(i) To h e  cxtrnt !hat ruch Domestic Communications Company does no1 have de 
facio O J  de j u r e  conool over a joint v e n m  or entity, such Domesdc 
Communjc~nons Compmy shall in good faith (a) notify such cnury ofthis 
Ag tcmen t  2nd 115 purposes, (b) endeavor to have such entity comply with this 
Apecmenl as if 11 UJCK a Domestic Communications Company, and (E) consult 
wih the DOJ, FBI, DOD OJ DHS about h e  activities of such entity. Nothing 
in this Section 5.3 shall be consmcd to relieve Domestic Communications 
Coinparues ofobligstions under Anicle 2 of this Apeemcnl.  

I f  a Domrsric Comumcat ions  Company enten into joint venture undcr which 
I h r ~ o i n l  vtiirure oi t~itily may provide Domestic Co.v-T!?!cations 01 

trLnsmirsion, su,itchjng, bridping, routing equipmcnl (including software and 
upFades), f x i l i ~ i e r  used to provide, process, direct, con@ol, rupcrvisc or 
manage Doinrslic Communications, the Domestic Communications Company 
mu51 provide DHS with noticc no later than 30 days before the joinl v c n m  
offcn  Domestic Communications service. DHS will have 30 days from receipt 
ofthe noticc 10 revicu’ and provide thc Domestic Communications Company 
with any ~ b j e ~ l i ~ n  to the jomt  v e n m .  Any objection shall be based on 
national sccurity, law enforcement OJ public safety Founds .  If  f i e  DHS objects, 
thc joint venture shall not offer Domesnc Communications servicc. 

(ii) 

5 4.  
r u n c i i o ~  covered by h.c . 4 p c m c n t  10 E n  enufy bat is no1 a Domestic Comm’cah’ons 
Company exccpt purzuant IO an outsourcing policy to be negotiaicd ~ i l h  DHS. Such policy 
shell include prior notice of the proposed outsourcing and the right of DHS to object utithin 
d u n )  ( l o )  days IO thc p i o p ~ s ~ d  oumur t ing ;  the panjer may a p e  in the oulsouchg pojjcy 

Our:ourcin~. A Domestic Communications Company shall not oulsourcc 
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to exclude classes of ousourcing conmcts of a routine and nonsensitixle nature fiom this 
notice 2nd appioval requirement. Funher: 

(9 the Domestic Con-,munications Company shall ensure that the entity complies 
wth the applicable i e r m s  of this Agreement 

h e  Domestic Coniniuii~cariuns Company rhall mclude in j!, conmcl s  with any 
such entities wnncn pro\irions requiring that such entities comply with all 
zpplicablc tcrms of h s  Aprernenl (and otherwise ensure that such entities are 
&='are of, a F e e  to, and a rc  bound IO comply with t h e  spplicoble obligations of 
this Agermmt) ,  

the Domestic Conmiunications Conipany shall notify tbe DOJ, FBI, DOD and 
DHS wth in  l h i q  (30) days of contracting out operation of &e Domestic 

Communications Company, which notice shall idenhfy the name of the entity 
and Lhe nature 01 the conuact; 

if the Dome stic Commur icauor~  Company l e a r n s  that the  cnlity or the entity's 
employee has violated an  applicable piovision of this ApcrmCnl,  Ihe Domestic 
Comniunicetions Company will noufj tbe DOJ, FBI, DOD and DHS prompIly; 
and 

with consultabon snd, a s  ippropnate, coopcration uith DO], FBI, DOD and 
DHS, the  Domestic Conmumcations Company uill lake reasonable steps 
ncctssary 10 recufy yromptly the rituarion, wluch stcps may (among others) 
include rem>inaung Ihr arrzngcment wilh Lhc enrir), includmg nfler notice and 
opponunir) lor cure, and/or ini~iating and pursump l i t r~abon  or other remedies 
at l a w  and cqury. 

( i i )  

(14 

__ ~ o m m u n i c a l i a n ~ f ~ ~ ~ ~ ~ n t i ~ ~ a t ~ . ~ o ~ ~ o m ~ t i - - .  

(rv) 

(v) 

Peei ing  inicrconnrctron and purchase of local acccss scn ice  shall not constitute 
outrowced funcnons for pu rpos~s  of h s  Agrcemenl 

5 . 5 .  Noiice of Foi~ipn Influcncc. If any member of clic Secunr) Comminec or of the 
:cnioi management 01 Ncw GX UT n Domcstic Communications Company (including h e  
C h e f  Executive Officer, Presidcnt, Gcncral Cornel.  Chef Tcchmcal Officer, Chkf 
J inznc ia l  Officer, Head of Neiu,ork Operations, Head of Global Secunry, S e c u i t y  Officer, 
0 1  olher senior officer) acquucs any informstion t h a t  icasonably indicates that any foreign 
g o w n m e n g  any foreign gowmmeni-conuolled rntiry, or any f o r r i p  entity: 

(I) plans to participate or has panicipated UI any aspect of the daytc-day 
rnansgcmcnt o i  New GX or a Domestlc Commurucationr, Company in such a 
way that intcrlcie: umih 01 impedes the performance by New GX or a Domestic 
Communicaiionr Company of i& duiies and obliga~ions under he t e r n  of lhis 
AEreemenf or rnlerfcres wrth or impedes thc  c x e i ~ i s c  by New GX or a 
Domestic Ccmmumcetionr Company of I U  nghu  wider this Aprement,  or 



(1;) plzns lo exercire 01 has cxercised, as a direct or indirect shareholder o f N c w  GX 
or a Domestic CorrmwGca~ons Company or their subsidiaries, any Control of 
New GX or a Domestic Communications Company in such a way that intcrfcrcs 
u i tb  OJ impede5 the pcrfonnance by New GX or a Domestic Communications 
Company of its duties and obligations under the terms of lh is  Agrecmcnt, or 
intcricres u,ith or impcdes the exercise by New GX or a Domcstic 
Cornmumcations Company of its rights under the t e r n  of ~s Agreement or in 
Fuch a way that foreaecably concern  New GX's or a Domestic 
Camrnunic~tions Company's obligations under this Apeemenf  

, 

thcn such  merrber ..hall promptly cause to be notified the Security Officer or a Security 
Dirrctor, u h o  in turn, rhzll ptomplly notify the FBI, DOJ. DOD and DHS in Writing ofthc 
timing 2nd the niirure of the f o r e i p  g o v c m e n t ' s  OJ entity's plans and/or actions. 

- P K f C o f l i n E  o 1 - 1 1 1 r i d m s ~ 3 m ~ s r 1 ~ ~  'Es--- 
.hall d e  p~acticable rieps I O  enzure that, if any New GX or Domcstic Communications 
Ccrnpany ofiicer, director, rinployee, contraclor 01 agent acquires any informstion ha1 
rcesoiiably indicates: (a)a bleach of this Apeement; @)access to or disclosure of 
Dmncrw Crmniunicauons, or h e  conduct of Electronic Surveillance, in Violalion Of 
Ftdcrak state or local law OJ i cp la t ion ,  (c) access to or discloswe of CPNl or Subscriber 
1nrom.ztion m ~iolation of Jcdcral, slate or local law OJ replation (except for violab'ons of 
FCC i t p k t i o m  iclating to impiopei commercial use of C P W ;  or (d) improper access 10 or 
disc lowe of Cliz:ified, Senritive, or Controlled Unclassified Information, thcn lhc 
individual W I U  notify thc Sccunry Oficcr or a Secunty Ducctor, who will in furn notify the 
FBI, DOJ, DOD and DES in the same mannm es specified in Section 5 . 5 .  This repon shall 
bc n x d r  p i o m p l ] ~  and m a n y  cvcnt no leter than ten ( I O )  calendar days aAer Ncw G X  or lhc 
Denir5tic Corrmui i icat iorc Company acquires information indicating a maner described in 
tis Srciion 5 6(a>(d) of this ,t.pleement. New GX and h e  Domestic Communia lhs  
Compznies shall  l s \ \~ful ly  cooperate in invesiigsting the mancrs described in this section of 
tlus ApLcment. New GX or the Dcmcstic Comrrunications Company need not repon 
infoin;ation uhcrc disclosure of such information would bc in violalion of an o r d n  of a 
coun of cornpelcnt jurisdiction in the Ur.ited States. 

5.7 p o n - R r ~ l i a t i o n  New GX 2nd each Domcstic Communications Company shall, 
by duly auhonzcd action of its ttsprcbve Board of D~KCIOI%, adopt and distribute an 
cflicial ccrpclatc policy thet rtrictly piohbits New GX or a Domestic Communications 
Company fiom discnminating or la lung  any adverse action aghinsl any OfiWr, director, 
cmployee, i o n m a o r  or agent because he or she has in Food faith initiated or anempted to 
initiate a notice oi repon under Sections 5.2, 5 5 or 5.6 of this Apermenl ,  or has notified or 
anernpted to notifv diicctly the Secunty ORicer or a Security Dlrector named in the policy 
to convey Information that he 01  she believes in good faith u,ould be r e q u i r c d  10 be repofled 
to the FBL DOJ, DOD 2nd DI3S by the Secunty Officer or a Secunty Director under 
Sectlorn 5.2,  5 5 or 5.6 of this ApcemenL Such corporate policy shall set forth h a clear 
a n d  piolnnur~n~ incnner the conuct infoom,aiion for the Security Omcer  or one or more 
Sccunr)' DIIKCIDJT to whom ruch c ~ n L c t s  may be made dircctly by any officer, director, 
en~ployre ,  conoactor OJ aprnl for h e  purpose of such repon or notificaiion. Any violadon 
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by New GX or a Domechc Corrmuiuca~ions Company of any material term of such 
corporate policy shall consLitute a brcach o f h s  ApeemcnL 

5 a. Thlrd Pam,  Audits N e w  GX sliall ictain and pay for a neutral third party lo audit 
oh~eciivcly on an x u ~ u ~ l  basis it5 compliance with agxed  elements of Lhjs Agreement. New 
GX rhall provide noticc of iu relerted ruditor to the Dol, FBI, DOD and DHS, and the 
DOJ, FBI, DOD Lnd DHS shall be able to ie\iew and approve or disapprove the selected 
zudrior and terns  of reference for that aud~roi within L h i q  (30) days of receiving noticc. In 
ddd~uon, Neu, GX s h l l  provide to the DOJ, FBI, DOD and DHS a copy of its contract with 
Uir thud p n y  zudilor, which shall include t e r n  defining the scope and purpose of h e  
iudi ls  The DOJ, FBI, DOD a d  DHS shall havc t h c  right to review and approve the vrms 
dcfirting l ie  scope and purpose of h e  audits. Though iu contract a,ith the third party 
zuditoi, New GX ~ l i z l l  ciitwe ihat 211 iepons penemled by the auditor are provided promptly 
io the DOJ, FBI, DOD and DHS Domesiic Communications Companies also wiU provide 

--5iFDW-- a n  S%ih->ccess i o  facilihes, inlormation, and personnel consistent 
wih Seciions 5.5 and 5.10 below in the event that the DOJ, FBI, DOD 01 DHS wishes 10 
ccnduct 115 o u n  audit of a D o n r s ~ ~ c  Cornmumcation Company. Tbe terms defining the 
scope md p q o s e  of Lhe zudic  shall include, at B mirumurn, the  follouring: 

( Q  Dcvclopment of an initial vulnerabiliry and risk assessment based on this 
Apccmenl, and a dcE.iled audit work plan based on such zsessmenl, which 
u’oil. plan ~ 1 1  be suhjeci to rcvieu, and approval by the DO], the  FBI, DOD and 
Lhc DHS; 

P.uthonty for the zudlior to i ev iew and a n a l y e  of New GX policies and 
plocedures dcriped to implement this Agreement; 

P.utliorit) lor Lhc zuditor io revicw and analyze relevan1 information relatcd to 
the confifuralion o f  h e  New GX nenvork, 

(ii) 

(iii) 

(IV) The Head of Kcrwork Opcratlons will repon periodicdly on technical 
a d v ~ n c c m c n ~  that enhance compliance with Lhis Agreement; 

Aullionry for Lhc auditor to rc\iew and analJze minutes of New GX Board and 
ohe r  Buard Comnunce mcriings held 10 accordance wilb the i e m s  of this 
Aprcement; 

Awihonty for he zuditor to review and hnalyze Security Director and Security 
Officer logs and rrcards includmg, but not limited IO, records iclating to facility 
visits,  employee scieenjng data and any repom submitted in accordance with 
Section 5 6 o f h s  Agmmcnt; 

(v) 

(vi) 

(\ij) Authoriry for t h c  :,iidiior to conducl a reasonable number o i  unannounced 
ii!specuonr of K e w  GX Network Opera~ing Centers and other key faciliticr each 
year. 
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(\m) Auliiont?. for the :.uditor to conduct a ~easonahle volume of random tcsling of 
network f i ~ i w a l l s ,  access points and ocher systems for potential \wlnerabilities; 
and 

Authority io1 Ihe zud~tor to conduct a reasonable number of confidential 
in temews of New GX cmployces concerning compliance w i h  ~s Apeemcnl .  

(a) 4 

5.9. Access to l n f r n n z ~ i o n  2nd Facilities. FBI, Dol, DOD and DHS may visit with 
O u q  (30) minuter notice, any pan of Domesbc Communications Companies’ Domestic 
Conmunitstions Infrmrucrure and zecurjry offices to conduct omsite reviews concerning 
Ihc impkmenlation of Uie icrms of h s  Agreement and may at  any time requirt unimpeded 
zccess to information conccmmg iechnjcal. physical, management, or other security 
mezsures needed by rhc FBI, DOJ, DOD or DHS to verify compliance witb the the* 
eKecuve I C ~  of Lh1z hpcement  W l h n  sixty (60) days of h e  Effective Date, h e  partics 
u,11TaGlop p i o c c d ~ s 7 o i e r n e n l a ~ o n  of h s  Secoon 5.9. 

5.10. Access to P t i m u ~ c l  Upon ieasonable notice fiom h e  FBI, DOJ, DHS or DOD 
Domestic Commurucat~ons Compames will make available for inierview officers or 
employees of Dornesuc Comn:unications Companies, and wlll reqube conuactors IO make 
avoilsble 2ppiopriate pcrTcnnel Ioczted in thc United States who are in a position to provide 
mfonnalion to vuib corr.pli2ncc W I ~  the themeffecdve t e r n  of ~s A p c m e n t  

5 1 1  P a n u a l  R r p o r ~  On 01 before the last  day of lanuary of each year, the Head of 
Global Stcunty shall sutrnil IC Lhe FBI. DOJ, DOD and DHS a repon assessing Domestic 
Corrmun:carions Comyinies’ complimce nlih the t e r n  of l h i s  Agrecment for the 
pieceding calendar yea. T h e  Jepon shall include: 

_- _- 

(i) a copy ofall  ;udit irpom compiled by the thud parry auditor conducted 
purmant to Section 5 8 O~KIUS Agreement; 

a copy oftlae policies and procedures adopted to comply wilh this Agreement; 

e s i i m m q  of ihe chmges, if any, to the policies or piocedures, and the reasons 
for thosc changes, 

a summary a i  any ).noun x u  of material noncompliance wich the terms ofthis 
Agcement, \ \heher inbdvcnent or intentional, with a discussion of what steps 
have bcen 01 m,111 hc taken I O  pievent such acts from occurring in the future; and 

(v) idenlification 01 any other ~ s s u e s  that, Lo Domestic Communications 
Compzrues’ h,ou,l tdge,  will u ~easonably could affect h e  effectiveness of or 
compliance wlh this ApremenL 

(ii) 

( i i i )  

(iv) 

New G X  tnd  all Donir:tic CorrJr.unications Companies ahall make available to h e  Security 
Officcr, in a ~ i m e l y  f x h o n ,  all i~iormation necessary to complete h e  Iepo,q r c q u e d  by this 
S c c ~ o n  
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5.12. h'ntice of Ewt.li:lrmenr of Pddltional Network Opcratin? Centers. In the event 
New GX csfzblizhcs a new "crwork Opet-ling Ccnm,  New GX shall provide prior ai7jtten 
nobce of such cr~hlishmcnt u, ihc DOJ, FBI, DOD and DHS at l e a s  ninety (90) days prior 
I O  h e  coiimieiictment o r  operations of such Newark Operaiing Ccntcr. 

5 13. New GX shall 
prowdr 10 the DOJ, FBI, DHS and DOD. on a quanerly basis, h e  following information 
regarding Lhe IntCrcOnnECtiOns arid ccriool of the Domestic COmmUnjCaliOnS h f T a S l n I c m :  

l;.Tomia~ion 2nd Rrporls Conccrnine h'emork Architecture. 

(ij A drscnption of the plzns, plocesses andor procedures, ielsting to network 
rnanagcment opciaiions, lliat prevent Ihc  Domestic Communications 
I n f r z s u u c ~ w e  horn being Zcccssed or connolled from ouLside h e  United States. 

(JI)  A dr5cnplion of the placemenl of Network Operations Centers and 

domeruc and in~cmzlional carriers, ISPs and cri6cal US. financial, emrgy, and 
waspomt ion  infrarmcnues. 

A descriplion of Ncw GX's 1P networks and operations piocessea. p rocedms  
foi rnonzgcmcnt conuol and ielstion to the backbone infrasmctures of 0th- 
service providers. 

A dcscnplion o i  any  unique or piopriecary conwol mechanjsms of New GX as 
wc11 2s of K c w  GX': opcraling and adminismtlve s o h a r e  

A i c p o n  of We~worA M;nzgcment Mormalion that  mcludes an azsurancc hat 
nrrujoiA perionmace rziiFfies FCC rules and rqoning rcqwements. 

New GS rhall piornptly icpon any malcnal changes, upgrades andor modjfications to the 
J K E  dercnbed m (I )  - (v) zbove, lncludmg h e  inrmlladon of cntical equipment and 
s o h a r e  For the purpwees of h s  >ecuon, critical equipment and sofluwe shall include: 
IOUVIS, switches, ~ a i ' c w ~ ~ s ,  network security applianccs, nctwork managemenLksl 
t q u i p r . n r ,  opcraimg r y i c m r  2nd ncrwork and ~ i u r j i y  . iofharc  (inciu&g new versions, 
palches, uyp?dcs ,  and ieplacrmenl s o h a r e ) ,  and other hadumare, soflwarc, or syslems 
pcrformmg similar funclions h.lonilors, desktop ComputeK, drslnop computer applications, 
disk drives, power supplies, pnnters, rdckc and h e  like are not "crincal equipment or 
softua~e" unless h e y  perform functiom rimilar u) hose of the i t e m  described in (3 - (v) 
above. Similarly, "malerial" :hall refer IO chose changes, modifications and upgrades hat 
alter nerwork opcreiiq characlr&ics or a r c k t e c m - - i t  docs not apply IO spare par(s 
i ~ p l a c ~ m e n t ,  the one-lo]-one swapping of identical equipment or the related re-loading Of 
ryriem sofnvare 01 b a c h p s ,  provided, however, h a t  network security codipuration and 
capabili~es rcmam unchanged 

~ l l i l ~ C ~ T i l l ~ t U O X ~  . ~~~ c m r  

(ill ']  

(IV) 

(v) 

5 14. '.'orices E~TCCIIVE upon execution of hs Ageement  by all he Parties, all  notices 
and oiher rcmmunjcatlnns Liwn or made ~claiinp IO thjs Apc.emcnt, such as B proposed 
rnodificalion, rhall bc i n  uriring 2nd :hall be deemed 10 have been duly given or made as of 
L ~ K  daw of leceipl and >hill bc (a) d c h e i e d  prrsonally, or (a) sent by facsimile, or (except  
a! nolcd bclou,) (c) sent by docunientcd oyemight courier s e m c e .  or (d) rent by rrginercd 
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OI ccnificd mail, poslage picpaid, hddressed 10 the Parties' designated representatives at the 
Zddresses : . h o w  below, 01 IO such oher representatives at such others addresses as &e 
Perties may designate in atcordmce with this Section: 

Dcpariment of Justice 
As:istsnt Attorney General 
Criminal Liivision 
Main Justice 
950 Pennsylvania Avenue, N . W .  
Washington, DC 20530 

Federal Buieau of lnvestigalion 
General Counsel 
935 Pennsylvania Avenue, N W. 

--- T Z - n i L F  55-------- . - - - -  

Depamnent of Deiense 

Office of Genelal  Counsel 
Arm: Dcpury General Counsel 
for Acquisition and Lok' ' i l l C S  

The Pentagon, Room 3D973 
1600 Deiense Pentagon 
Washington, DC 20301-1 600 

Depanmenl  of Homeland S e c u i t y  
Wbshinpon, D.C. 20528 
.4m' Gencral Counsel. Office o i l h e  General Counsel 
Telephone: 202-692-4237 
Fax. 202-282-8415 
(By Personal Delivery of E-ma11 Only) 

Global Crossing Ltd. 
200 Park Avenue. Third Floor 
Florham Park, NJ 07932 
A m :  General Counsel 
Telephone: (973) 937-0312 
Fax: (973) 360.0538 

GC Acquisition Limited 
200 Park Avenue, Thiid Floor 
Florham Park, NJ 05932 
Attn. General Counsel 
Telrphone. (973) 937-0312 
Fax: (973) ,360-0538 
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Singapore Technolopes Telrmcdia h e  Ltd 
51 Cuppage Road 
#10-11/17, StaiHub Ccnue 
Singaporc: 229469 
Atla: Gcheral Counsel 
Telcphonc: (65) 6723.8777 
Fax: (65) 6720-7277 

With a copy 10: 

GC Acquisition L h l e d  
Wesscx Housc, 1st Floor 
45 Reid Street 
Hamilion HM 12. Bcrmuda 

Federal Bureau of Invesrigation 
The Assistant Director 
flaiional Security Division 
935 Pennzyl\’ania Avcnue, N.W. 
Wasliington, DC 20535 

~ _ _ _ _  

ARTICLE 6: FRlSEUOhl OF Ib”FORI\9ATlON A C T  

6 I .  Prc:ccrion fivm I l i i ~ l o ~ u r e  The DO], FBI, DOD and DHS shall rake all 
r c a ~ o n a h l e  nicawrcs to protea fiom public disclosurr all information submined by 8 

Dome5tic Communications Company or other entities h accoidance uith the terms of lhk 
Ag:cement to the DOJ, FBI ,  DOD 01 DHS In conncction wilh t h i s  Agreement and clearly 
muked with the legend “l3urii;esz Confidential; rubject to potection under 5 U.S.C. 5 
552(b), nor to be rclrased u,ilhout norice I O  t h c  filing p w  or ~imilar dezipa t ion  Such 
n i a r h n p  >hall s i p @  dial i t  17 h e  company's position that the information so marked 
cori.‘tiiutes “uade sccrels” sndlor “CommtJCid or financial information obtained 6om 8 

person and privilrged or c d , A c . n u n l , ”  OJ othcruise wananu protection within the meaning 
of 5 U S  C .  5 552(b)(4). FOI the purposes of 5 U S.C. 5 :52@)(4), t h e  Parties a p e  Ihat 
Information so marked i s  \ ~ l u n l a n l y  rubinined. If a request is made u n d a  5 U.S.C. 
5 552(a)(3) for infomiation so marked, and disclosure of any inf@rmanon (including 
drscluswe in i e d x r e d  form) is crn~cmplated,  b e  DOJ, FBI, DOD or DHS, as approprialc, 
shall notify the company of tf ilittnded disclosure as piovided by Executive Oider 126O0, 
52 Fed. Reg. 23783 (June 23, 19Sn. If the Domestic Communications Company objects 10 
the inrendtd discloxre m d  IE cbjccuom ax not =mined ,  the DOJ, FBI, DOD OJ DHS, 85 

zppropnatc, shall notify the ccmpany o i  i t s  inlention 10 release (as provided by Section 5 of 
Exctutive Oider 12600) not IZICJ  than five business days pnor  10 disclosure O f  the 
challenged informarion T h e  Pnnies note that information subrmned by a Domestic 
Commun~cauom Company oi mhei  efiiilies in bccoidance with t h e  lems of this A p r n e n t  
inay br picitected from disclcwie uiider the Cntical lnformalion l n f r a s r m c r u ~  Acl of 2002. 

6 2  Use of In fomi l ion  for U S h1,emrnrnl  Purpnses. Y@thmg in this Apeement 
s h d l  pre\’em ihe FBI, DOJ, DOD or DHS from lawfully disseminating informetion 85 
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Lppropriate to reek cnfoiiement of dus Apeemen4 or from lawfully shanng information ( ~ 5  

ippropnate with o h e r  FcdersL rute. or local government aeencies to protect public safcry, 
Izu, cnforccment, or national security interests, provided that the FBl, DOJ, DOD OJ DHS 
tzke a l l  rcasonable mrasures to protect from public disclosure the information marked as 
described m Section 6.1. 

6.3 L’nlau.ful Di~clo:urr of Information The DOJ, FBI. DOD and DHS acknowledge 
that oficers and employees of the Llnitcd States and of any depamnent or  agency thereof arc 
5ubjccl to liability under 18 U.S C. 5 1905 for unlawful disclozure of information provided 
to them by othei Panies to this hpeement .  

ARTICLE I: FCC CONDITION AND CFlUS 

7 I .  Upon the execution of this Agreement by all the Panics, the 

condition subsmtially the F a m e  as sct ionh in Exhibit A artached hereto (the “Condition to 
FCC Authcnzaiion”), the DO], FBI, DOD and DHS have no objection to the FCC’s grant of 
the applrcaiiom filed uilb the FCC m FCC 1B Docket No. 02-286. This Section 7.1 i s  
rrfecuve upon execuhon o f h s  Apreement by all the Panies. 

7.2. New GX a p e c s  that, in any application or petition by any 
D ~ . m t s i c  Communications Company to h e  FCC for licensing or other authority filed with 
or FTjnted by the FCC after thc Effective Date, cxcept with respect to pro  forma 
a s s i p n c r u  or pro  forma  uznsfrrs of ccnvol, the Domestic Communications Company 
:hall rcqucst that the FCC condition t h c  grant of such licenslng or other authority on 
compliance uith the i c n n s  of 1h15 Apcernent. Norwithsunding Section 8.10, the FBI, the 
DOJ, DOD o d  DHS icsen’e the nEht 10 object, formally or informally, lo the grant of any 
orlier FCC cpplication oi pclilion of a Domestic Communications Company for 8 license or 
nlhei authonzalion under Titles I1 01 U1 of the Communications Act of 1934, as amended, 
and to seck bdditional or diffcient t c n z  that would, consistent wilh the public bteresl, 
addiess  any threat t o  h e i r  zbiliry IO cnfcrcr h e  laws, preserve the national security, and 
pioicct the public szfcty iaised by the transactions underlying sleh applications or petitions. 

7.3 -- CFIUS. Proyided that h e  FCC adopts the Condition U, FCC Authorization, the 
Anorney Gcncral, the Srcicury of Defense and the Secretary of Homeland Security shall 
not inzke m y  ohjecuon to the CFlUS or the President wnccming ST Telemedia’s 
ulvcsrment in New G X  01 pant of the applications filed with the FCC in FCC LB Docket 
No 02.286 This cornrrutnient, Iiowever, docs not extend to my objection the Anomey 
Gencnl, the Secieary of Dcfcnse or the Secretary of Homeland Secuity may wish to raise 
wllh the CI lUS OJ the Prcridcnt in the e\’ent  at (a) New GX fails Lo comply whh lhe terms 
of chis Agrccmenl, @) the Anomey Grneral, lhe Secrerary of Deiense or the Secrclaq of 
Hornrland Sccurity learns h a t  the iepresentations of New GX made to the DOJ, the FBI. the 
DOD, the DJfS or the FCC above iile matenally u n m c  or incomplelc, (C) them is a malcrid 
i n c i e m  in the zuihonty of a f o r r i p  cniiry to exercise Control ofh’ew GX or B Domestic 
Cnmniunicai~ons Company, or (d) there is any other materia! chmge in the circumrlanccs 
associated with &e uanszctions at issue. 

FCC Amnova1 
- D B I ; I ~ ~ l ; ~ ~ - - d - D l ~ ~ - S ~ l ~ l  m p d y ~ ~  edmccadap- 

Future .Applications 



ARTICLE 8: OTHER 

e 1. Role of GCL GCL is a P m y  on account of its central role in both the negotiatidn 
o f  lhis hpeenicnl  and the e:~blisl~mcnt of New GX. Notwithstanding the foregoing, New 
GX and GCL :li~ulate h a t ,  upon (he EWective Date, GCL will not Connol New GX or any 
of the Doniestic C o m n u f i i c ~ ~ i o n s  Coniparues, and consequently will have no ability or 
obli~aiicin to cnsure complimce by Ncw GX or Ihc  Domesbc Commumcatiom Companies 
after thc Effective Date. 

8.2 O t , l i ~ a t i m s  of New GX. Yew GX shall cause Domestic Communications 
Cornponies lo comply wlh h s  Apcemcnr and uhcre appropriate, shall act through iU 
subsidianc: lo discharge 11.5 obligation: under I h l s  Apeemen(. 

8 3. Rich1 10 M a k c  a d  Per fnm Aerecmcnl. GCL, New GX and ST Telemedia each 

the full riEhl 10 e n w  inlo t h ~ s  hpcernent 2nd perform i~ obligations hereunder and that this 
Agicemenl is a legal, valid, and binding obligation of GCL. New GX and ST Telemedia 
cnforceable m accordance uvlh 115 i c m .  

6 4  14tsdinas. The P.nicle I~tr-dings 2nd nurnbenng in h s  Apccmen t  are insencd 
for con\'enicncc only snd rhall iio1 kffcct t h e  mcaning or ~ n t c r p r c ~ t i o n  of h e  t c m s  of 
t h s  Agrremenl. 

e .S Vothinp m h s  Aprrcrnenl i s  mended Io 11mt or c o ~ h N t c  a 
warxer of (2) any obligaiian ~tnposed by an) U S Fcderal swlc 01 Iocd laws on GCL, New 
GX or any Domestic Coirururuca~iom Company, (b) kny cdorccrncnt i.ulhonry available 
iindei m y  U.S. or ~uw laws, (c) die s o \ ~ c i c i p  immurury of thc Unncd Sutcs, or (d) any 
.!uthonry the U S. gcwrrruncnl ma)  porscss (includmg uilhoul 11mIzlion eulhonty pursuant 
ro lnicmational Emeipcxy  Eroiiomc J'owen Act) o v n  the ac l r \~ncr  of GCL, New GX or 
any Donicslic Com,unicaliom Company locaied U i h n  or oucide thc United Slate$. 
N o h €  in lhis Apctrnent i s  inicndcd I O  or is I O  bc lnierprcted I o  i e q u r ~  the Panies 10 
\wIatc any applicabk U.S law. 

E 6. Siarrirory Rclrrcnces All icfcrences in t h i s  h p e c m c n l  to S t a N l O v  provisions 
rhall include any future amcndmcnts IO such s iz tv lo r )  p~ovisrons. 

E.1 .  h'on.Penies. N o h m ~  m c h i s  Apermen l  i s  inicndcd 10 confer or does confer 
any r ~ g h t s  on  any pcrson other than the Panies  and any G a ~ ~ ~ n m e n ~ a l  P.uthoritics 
cnli~lcd to e i i r c t  Elecuonic S w c i l l a n c e  pursuant to L a u l u l  U.S.  Process.  

8.8 This  P.pirc.ment may only be rnodiiicd by u n n e n  apeement 
s i p e d  by 811 of h e  Panies The DOJ, FBI, DOD and DHS a p c  to m m d n  in good fAIh 
2nd ~ r o m p l l y  possible rnodificaiions to this A p c e m r n l  if GCL or the  Y e w  GX bclievcs that 
the oEligbtions imposed on GCL, New GX or h e  Domestic Comuriicafions Cornpark  
under !hi:. Agccment  arc subsuniially more ~ c s m c n v c  Ihan ihose unposed on alher US. 
znd f o r c i p  licensed srnjjce providers in like c i ~ c m . r m c e s  in order to piotcct U.S national 
rccurit?., l a w  cnforccrncnt, and public Faicty c o n c c m .  Any rubstanual modificition 10 this 

._ I L p r c s e n l l h a t 7 h e ) . - h a v e a r r d 7 h a l l T c n t i n u ~ o ~ ~ ~ ~ ~ ~ ~ ~  

Oilier Laws. 

h4odificalions. 
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.4giecmcnt shall be reponed to die FCC within Lhirty (30) days after approval in writing by 
h e  Parties. 

6.9. ChnnFes in CirrurnFlanccs for New GX or Domestic Communications 
Cornpan i s .  The DOJ, FBI, DOD and DHS agree to negotiate in good faith and promptly 
u,ih rerpecl to MY request by New GX or a Domestic C o m m u N c a t i o ~ ~  Company lor relief 
from application of spccific p i o w i o n s  of  this Agreement: ( a ) i l  a Domestic 
Coiiununicat~ons Company piovider Domestic Communications solely through thc resale of 
i i~nsmiss~on  or sxiichmg facilri~cs owned by third parties, or @)as regards hnuc Domesb'c 
Conununications Company activities or services, if those provisions bccomc unduly 
hwdenmme or adversely affcct New GX's or a Domestic Communications Company's 
competitive position 

e i o  Clianwr in Cirrumrtsnces lor Ihe DOJ. FBI. DHS or the DOD. liaAcr thc date 
ma;i-(hat me 

terms of this Apeement  are inadequate to addrrss national security, law enforcement, or 
public safety conce rn  presented, then the other Parties will negotiate in good failh to 
modify tlus Agreement to address ihose concerns. In the event that improvements in 
irchnology may c h a n c e  the cfficacy of this agreement to protect the  national security, 
c.nioice the laws or piotrct the rafcty of the public, the parties will work promptly to 
zrnend the Apteement to irnplcment such advances. 

E 11. 
funherancc of this Apeenient continue to adequtely preserve the nalional security, law 
cnforitmrnt 2nd public safety objectives, the terms of h i s  Apeement and those policics 
:hall b e  re\'ieu,ed by the panier 31 least every 1 8  monlhs from the Execution Date. 

8.12 ST Trlernedia stipulates that 11 operates as a commercial 
entity and its commercial oprrations s e  wholly separale from the government of hc 
Rtpublrc of Singapore Ne\~enhelcss, ID resolve any ambiguity regarding its slatus BF a 
corrdnrrcial entity optratinp u,holly separate fr- any govemmcnlal entity, ST Telcmedia 
apices that, to OJC cxlent that 11 or any 01 its PJOpeIi)' IS or becomes entitled at m y  h e  to 
any immuni ty  on t h e  giound ofsovercipnry or olhemisc based upon a slatus as an agency or 
in~wnient-iliry of Eovcmment from any legal action. suit or pioceeding or from setoff 01 
counieicleim znrmg from ccmpliancc uiIh this Agreement horn h e  jurisdiction of any 
rcmpcient court fiom zervice of piocess, fiom attachment prior to j u d p c n t ,  from 
anachment in and of cxccution of a ludpnent  b o m  execulion pursuant to a judgment or 
aibiual auard, or from any other leea1 process in any jurisdiction, to the cxtent allowable b y  
law, 11, io1 ibelf and its property exprcssly, irrevocably and unconditionally waives, and 
agrees mt to plead or claim, any immunjry with respect to manem ansing with respecl u) 
cainplimce ujrth this Aperment  or thc obligauons herein (including any obligation for the 
p;ynent or money) in any proceeding brought by a P q .  ST Tclemedia a p e s  that t h t  
waiver m this provision is inc\,ocable snd is not subjczt to n,ithdrawal in any jurisdiction or 
undcr my :tatute, including the F o r c i p  Soveie im Immunities Act, 28 U.S.C. 5 1602 et seq. 
T h e  foirpoine waiver shall constirule a prcsent waiver of immunity at  any time any action is 
ii-Lt1att.d by a P a r t y  with rcspcn IO or rclatmg to h s  Apeernent 

_ _  
h a t  a l l i l F l ~ i S i c ~ e T i l i i s  Apcement U F D O J ,  i-M, UUU or UHS f 

Penodic Review. To rnsurc t h a t  this Agrecmcnt and the policies hplcmcnted in 

Sovcrcjpn Iinm:lini~y 
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8 13. The pro\,i:ions of h s  A p c m c n t  shall be sevcrable and if any 
provi:ion thereof or the zppljcarion of such provision under any circumstances is held 
imalid by a c o w  of conipe~enr junsdictioq it shall not aKect any other provision of &js 
Agcrment or the application of any provision hereof. 

8.14 Cnun1crparrs This hgreemcni may be executed in one OJ more counterpans, 
including by facsimile, each of u,liich :hall together c o n ~ t i m ~ e  one and the same 
insrmment. 

8 15. 
sha l l  be binding upon, the P a n i e s  and their respective successors and esripns. 

8 16 Except as otherwise specifically provided in the 
yio\,irions of &us Aptcmeni,  rhe oblipirons unposed and n g h u  conferred by 011s 

Snerabi l tQ 

S u c r e s o n  and A:?-Icnz. This Agcement  shall inure to the benefit of, and 

Efftctivcness of Apir tmenl. 

? , p c c m n r d d f u A T - c f f m p m  hefff&&atr. .~ 

8.17. If  the Purchase Agreement is rcrminated pnor to the 
ElTcclive Dare, GCL ~ h d l  piomptly provide u n n e n  notification of such termination to Lhc 
FBI, DOJ, DHS and DOD, and upon ieceipt of such w i n e n  notice, l h i s  Agreement shall 
;uromattcally t rmina te  AAer the Effective Date, this Agreement rhaII terminate upon 
1111ny (20)  days prior wnnen notice %om New GX to the FBI, DOJ, DHS and DOD, 
pro\ided dial 01 such lime lliere is no Domesuc Communications Company. 

S l e .  Furpenrion of Lpiecri~ent With Remect to a Domertic Communications 
Crinyany This Agreement rhal l  be suspended upon (30) days noiice to the DOJ, FBI, 
UOD a d  DHS with i e ~ p e c i  io any co\,cicd New GX entity if said cntity is no longer a 
Domcstic Corrmunicationr Company. 

F 19 Curprnrinn of Aw=ernmt If No Srpnjficani Foreign Oumcr'hip. This Agreement 
~1,611 hc ruFpcnded in  its rndic, ullh iespcct IO New GX and all  Domestic Communications 
Compniez hrty (30) days zfier rcceipl €ram New GX of notice and documentation 
i c ~ x x ~ n b l y  ratisfactor) to h e  DOJ, FBI, DOD, and DHS that ncither ST Tclemedia nor any 
Glher  f o i e i p  cntiry eilher Conbols New GX or a Domestic Communjcations Company or 
holds, dircclly or indriccdy, a ten ( I O )  pcircnt or p a i e r  interest in New GX or a Domestic 
Co~irnimicaiions Company, unless the DO], FBI. DOD and DHS noufy New GX within 
raid tlurty (30) day period ha1 this Agrrrment shall not be suspended in ordcr 10 prot~~t 
U S national security, law enforcement, and public salety concerns. If this Apcement is 
not suspcnded pursuant to  his piovision, thc DOJ, FBI, DOD and DHS agree 10 consider 
porxpdy and in food  fzith possible modifications to ~s Agreement. Notwithstanding 
zi!~hng io the contrary in lhir Section 8 19, h s  Apcement shall remain in effect with 
rrspect to New GX and the Domestic Communications Corrpanies for so long as (and the 
ohligations of N e w  GX snd the Domestic Communications Companies rhaU not be 
rus-prndcd and m y  ruspcnsion of the obligatjons of New Gx and the Domestic 
C o m ~ u n ~ r a t i o n s  Compcnies shall I C ~ I T G I C  ii) ST Telemedia or m y  other f o r e i p  entity 
rliall either Control 01 hold, at m y  lime doer hold, OJ is a parry to an agreement to hold, 
di l rc l ly  or indirectly, a t cn  ( I O )  pcrcent or pca le r  ounem-hip interest in New GX or any 

Temxn?tion of Aclrtmenl 
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' Domestic C o m u n i c a u o ~ ~  Coinpany or any transferee or =signee of the FCC licenses or 
autho6zjtions held by Ncw GX 01 a Domestic Communications Company. 

6.20 PlrdPinp of 9ock  or AFsee of Dome& Communications Comnanics. Nothing 
In this .&gieement shall he iniepicted 10 prevent New GX from pledging the slodr or assets 
of any Dsrnestic Comuruczdiom Company in connection with the bonowing of funds and 
rlmilar financial actiivines by New GX, nor shall such pledging of stock or assets excuse 
pedomancc of the ohlipaiions in h i s  Agreement by New GX or any Domestic 
Conununications Company, 

8.21. 
coi i fc r red herein, rhall he cffective upon Lhe execution O f L h i s  Agreement by all h e  hnies.  

' 

E f f r c t i v r n c s s  of Anicle 8 This Article 8,  and the obbgatiom imposed and rights 

%s Apeemenl  IS execuied on behalf of he Panics: 
... -__ __ 

Global Crossing Ltd. 

Date. By: 
Pnnted Nnme: 
Title. 

GC Acquisition Llmiled 

Date. 

Date: __ 

BY' 
Printed Name: 
Tirlc. 

Singapore Technologies Trlrmedia Pte Ltd 

By: 
Printed Name: 
Title: 

United Stales Drpanment of Justice 

By: 
Printed h'ame: 
Title: 

Ftdrral Bureau of lnvrsligation 

Dale: 
P h e d  Name: 
Tide: 
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Dale __ 

United States Department of Defense 

By: 
Printed Name: 
Title: 

United States Departmrnt of Homeland Security 

Date.-- By: 
Printed Name: 
Title: 

- - 
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Dais P.prrcmen1 is executed 011 b e h d l o f  the Penies: 

- 

Date. 

By: 
egere 

Pingapore Technologies Trlemfdin Ptr Ltd 

Dare: 

Drie. 

By: 
P i n i d  Namc: Lec T h e w  Kiar 
Title: Prcsjdcnr md ChicfExccurivc Offiica 

C'niled Smres Drpor tmrn t  of Justice 

Feders l  B u r e a u  of InYratigation 

I 

Unired Srarer D c p a n m r n t  of Defense 

By: 
Prinied Name: 
Title: 

Un i l td  Stares Dfpanmrnl of Ilomrland Security 

By: 
Primed Nbme: 
Tiilc: 



Dale: 
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Unlled Slates Deparlmenl of Dcfcnse 

By: 
Primed Name: 
Title: 

L'nilrd Sterrs Dtpar1meni of Homdand Serurlty 



United Sta7cs Drpartrneor of Def tme  

Date: By: 
Printed Nme: 
Title: 



. 
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EXHIBIT A 

CONDITION TO FCC AUTHORIZATION 

lT IS FURTHER ORDERED, h a t  consent to the transfer of conbol of New GX and 
p a n t  o f a  deC!aJalOry ruling pursuant 10 47 U.S C. 5 310@)(4) BE subject io compliance w i h  the 
piovirions of the Agrecment anached hereto among GCL, New GX and ST Telemedia, on the 
one hand, and the United Slates Drpamnrnt of Jushce (the “DOJ”), the Federal Bureau of 
Invrsligalion (the “FBI“), the Unjied Sutes Department of Defense (‘‘DOE)’> and the United 
Slates Depanmcni of H o m e l a d  S e c u n t y  (“DHS’)), on the other, dated nehicb 
Apecment ir designed to address na~ional srcunty, law enforcement, and public safety issues of 
&e DOJ, the FBI, the  DOD and the DHS reEaldlng the authority granwd herein. Nothing in this 
Apcemenl is blended to limit any obiigaoon imposed by Federal law or rep la l ion  including, 
hul nor 11mlied IO, 47 U.S.C 6 2 2 2 ( a )  and ( c ) ( J )  and the FCC’s implernendng rep la t iom.  

, 


